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DEVELOPMENT OF DIGITAL COMPETENCIES OF PRIMARY SCHOOL STUDENTS

Abstract

The article examines the content, structure, and pedagogical conditions necessary for the
development of digital competence among primary school students. The rapid growth of information
technologies has a strong impact on education, making the acquisition of digital literacy and the ability
to act effectively in a digital environment an urgent task. The purpose of the study is to clarify the
structural components of digital competence and to determine pedagogical conditions that ensure its
successful formation in the early stages of schooling. The research methodology includes comparative
analysis of national and international studies as well as experimental work with control and
experimental groups. The study identifies the key elements of digital competence: information,
communication, technical, and ethical-legal literacy. Based on the experience of countries such as
Finland, Estonia, Singapore, and South Korea, several international models for the development of
digital competence are analyzed. The findings highlight essential pedagogical conditions such as
systematic use of ICT tools, interdisciplinary integration, age-appropriate task design, and fostering
digital ethics and online safety. Among the effective methods proposed are game-based learning,
STEM/STEAM approaches, and the use of digital portfolios. The results demonstrate that the suggested
approaches significantly enhance the level of digital competence among primary school students. The
conclusions may serve as a basis for improving educational programs and provide teachers,
methodologists, and researchers with scientifically grounded strategies for integrating digital
competence into teaching practice.

Key words. digital competence, digital tools, primary class, ICT, digital literacy, digital security,
educational technologies.
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BACTAVYBIII ChIHBIN OKYIBLIAPBIHBIH HU®PJILIK KY3bIPETTLIIKTEPIH
JTAMBITY

Anoamna

byn makamaga GacTaybllll CBIHBINT OKYIIBUTAPBIHBIH IU(PIBIK KY3BIPETTUIITIH KaJBITACTHIPYFa
KOKETTI Ma3MyH, KYPBUIBIM J>KOHE TM€AaroTUKalbIK IapTTap FBUIBIMH TYPFBIIA HETI3CNTeH.
AKMaparThlK TEXHOJOTHSUIAPIBIH KEIe JaMybl OUTiM Oepy JKyHleciHe aMTaplIbIKTail ocep €Ti,
OKYILIBUIAPABIH HU(PIBIK CayaTThUIBIFBIH AAMBITY MEH OJlap/bl HU(PIbIK OpTaja THUIMII SpEKeT eTyre
YHpeTy ©3eKTI MIHICTKEe aWHaubl. 3epTTEYAIH HEri3ri MakcaTbl — OacTaybllll MEKTEN JeHreHiHIe
UQPPIBIK KY3bIPETTUTIKTIH KYPBUIBIMIBIK KOMIIOHEHTTEPIH HAKThUIAY KOHE OHBI KaJBIITACTHIPY/IBIH
MEeAarOTUKAIBIK [APTTAPhIH aHBIKTAy. 3epTTey OapbIChIHAA OTAHIBIK JKOHE INETENIIK FhUIBIMU
eHOEKTepre CajbICTRIPMAIIbl TAIAAY JKYPri3iIin, OaKkpUiay )KoHEe THKIPUOETIK TONTApIbIH KaTbICYbIMEH
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HKCIIEPUMEHTTIK >KYMBIC KY3€Te achIpbUIIbl. ABTOpP LMQPIBIK KY3bIPETTUIKTIH HEri3ri Kypamiac
OemiKTepiH aMKBIHAAWIBL: AKNAPATTHIK, KOMMYHHKATHBTIK, TEXHUKAIBIK YKOHE STHKAIBIK-KYKBIKTBIK
cayatTbUIbIK. OuHISIHANSA, DcToHMs, Cunramyp xoHe OHrycTik Kopes cexinmi ennepaiy Taxipudecine
CyHeHe OTBIPHIIN, MUMPIBIK JaFabUIapAbl JaMbITyFa OaFbITTAIIFAH XaTBIKAPAJIBIK YIT1LIEp MEH TOCUIIED
KapacTBIPbUTFaH. 3epTTey HATIKeIepl OOMbIHINA IU(PIBIK KY3bIPETTUIIKTI JaMBITYFa BIKIAT €TETIH
Oipkarap IefaroruKajblK MapTTap alKbIHAAIIBL aKIapaTThIK-KOMMYHHKAIMSUIBIK TEXHOJIOTHSIIAP/IbI
Kyieni maiianaHy, MoHapalblK BIKIAJINACTBIK, AC EpeKIIeNiriHe cail TarncelpManapabl Oeiimaey,
COHfa-aK TMPIBIK STHKA MEH KAyilCi3MiK MOIEHHUETIH KAIBINTACTBhIPy. THIMII KypaiaapIbiH
KaTapbIHza oWbIH TexHoorusuapsl, STEM/STEAM snemenTrepi skoHe MU(PIBIK TOPTHOINO dicTepi
YCBIHBIIAIBI. AJIBIHFAH JIEPEKTEP aTallFaH TOCUIACPIIH TUIMAUTITIH JONIEN/IEeH, HOTHKeIepal OutiM Oepy
OarapaaManapblH KETULAIPpYIE )KoHEe MyFalliMIep/l Jaspiay ToxXiprOeciHIe naianianyra MyMKIHIIK
oepeni.

Tyiiin co30ep: MAGPABIK Ky3bIPETTUTIK, IU(PIBIK Kypangap, Oacraysim cbinbi, AKT, mudpsik
cayaTTBUIBIK, TUMPIIBIK KaYITICI3IK, OUTIM O€py TEXHOJIOTHSIIapHhI.
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PA3BUTHUE IIA®POBBIX KOMIETEHIIUNA YYAIIIUXCS HAYAJIBHBIX KJIACCOB

Annomayus

Cratbsi MOCBSILIEHA OOOCHOBAHMIO COAEPXKAHUS, CTPYKTYphl M IEJArOrMYecKuX YCIOBHUH
¢dopmupoBaHuss IM(POBBHIX KOMIETCHIMHA Yy MIIQIIIMX IIKOJHHUKOB. YCKOPEHHOE DPa3BUTHE
MH()OPMALIMOHHBIX TEXHOJIOTUH OKAa3bIBaeT 3HAYUTENBHOE BIMSHUE HAa CUCTEMY OOpa3OBaHMs, 4TO
aKTyaIM3upyeT 3a/auy pa3BUTHA LU(PPOBOM TPaMOTHOCTH U CHOCOOHOCTH Yydamuxcs 3(QGEeKTUBHO
NeicTBoBaTh B IMQpoBoi cpede. llemp wucciaenoBaHuMs 3akiodyaiach B YTOYHEHHUH CTPYKTYPBI
(POBOI KOMIIETEHTHOCTH M OIpPEACICHUN TEeJarornuyeckux YciaoBuid e€ QopMHpoBaHUS Ha
HayaJbHOW CTynmeHn oOyueHus. B paboTe UCIOIb30BaHBl METOJBI CPABHUTEIBHOIO aHAIN3a
OTEYECTBEHHBIX M 3apyOEKHBIX HAYYHBIX MCTOYHUKOB, a TAKKE SKCIIEPUMEHTAIBHOE HCCIICJOBAHUE C
y4acTUEM KOHTPOJIBHOM M SKCIEPUMEHTAILHOM TIPyMIL. ABTOp BBIACISET KIIOUEBBIE KOMIIOHCHTBI
(POBOM KOMIETEHTHOCTH: HH(POPMALMOHHYIO, KOMMYHHKATHUBHYIO, TEXHHYECKYI0 M OSTHKO-
MPaBOBYIO TpaMOoTHOCTh. Ha ocHoBe MexmyHapomHoro ombita (®ummsHaus, Ocronus, CuHTramyp,
HOxnas Kopest) ommcanel MOJenM M TMOAXOAbI K Pa3BUTHIO IM(POBBIX HABBIKOB. B pesynbrare
ompeneneHbl  AGGEKTUBHBIC TEIArOrTMYecKre  yCJIOBUs: cHcTeMHOoe wucrmoib3oBanne UKT,
MEXIpeIMETHass MHTETpalys, afanTaiys 3aJaHdii K BO3PAaCTHBIM OCOOEHHOCTSIM, (POPMUpPOBaHHE
1(POBOI ITUKU U KyJIbTYphl Oe30macHOCTH. B kauecTBe AEHCTBEHHBIX MHCTPYMEHTOB MPEUIOKEHBI
urposbie TexHonoruu, STEM/STEAM-npaktuku u uudposoe mnoprdonuo. IlomydeHHble naHHbIE
HOATBEPAWIN  S(PPEKTUBHOCT NPUMEHEHUS aHHBIX YCJIOBMH M IIOAXOAOB, YTO IO3BOJISIET
PEKOMEH/I0BaTh Pe3yJIbTaThl MCCIIEI0BaHUS ISl COBEPLLICHCTBOBAHMS 00pa30BaTEIbHBIX MPOrpaMM U
IIPAKTUKH [TOJrOTOBKH I1€aroros.

Knouesvie cnosa: mubpoBasi KOMIETEHTHOCTD, ITUGPOBBIE HHCTPYMEHTHI, HadayibHas mikona, KT,
1 QpoBast TpaMOTHOCTb, IU(POBast 0€30MaCHOCTh, 00pa30BaTeIIbHbIC TEXHOIOTUH.

Introduction. The digital age is marked by rapid development of innovative technologies and new
means of communication. It has brought an explosion of data and improved our ability to process it.
New technologies are changing not only how people communicate and interact socially, but also
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impacting individual personalities. Digitalization has triggered significant changes in the labor market.
These include online work, distance learning, trading through digital applications, quick access to
documents via online services, electronic libraries, and digital transformation of education [1].

Kazakhstan’s strategy to join the world’s 30 most developed countries emphasizes the creation of
research centers. These centers will focus on robotics, mobile technologies, cloud and Grid computing,
artificial intelligence, high-performance computing systems, information protection, security, and
multimedia technologies [2].

The role of digital technologies in education continues to grow daily. Since the 21st century is the era
of the information society and digital transformation, developing students' digital competence has
become a key educational goal. Early education is especially important, as it lays the foundation for a
child’s personal development and information culture. Developing digital competence at this stage helps
children function effectively in modern society [3].

Digital competence is more than just the ability to use computer tools. It encompasses a broad set of
skills, including searching for information, processing and critically evaluating it, using the internet
safely, adhering to ethical norms in digital environments, and effectively working with various devices
[4]. UNESCO highlights digital competence as a vital 21st-century skill and stresses the importance of
cultivating it from a young age [5].

In Kazakhstan, integrating digital educational resources and ICT tools into classrooms is a key part
of updating secondary education content. This is a specific requirement for primary school teachers [6].
Therefore, it is important to define effective approaches for developing students’ digital competence.
Pedagogical support and the influence of family and social environments must also be considered.

This article explores the content, significance, and pedagogical conditions for forming digital
competence in primary school students. It also analyzes methods and modern educational technologies
that support this development.

Materials and methods. Digital competence refers to an individual’s ability to use digital
technologies effectively, safely, and responsibly. It includes not only basic ICT knowledge and skills
but also the capacity for independent thinking, critical evaluation of information, creative decision-
making, and social responsibility (see Table 1) [8].

Table 1. Content analysis of the concept of «digital competencey

Ne Full name of the scientist Reference
Digital competencies - the culture and skills of using information

! Khakimova T, technologies along with the use of computer technology [1].

Digital competence is the ability to own information and communication
2 Akhmetova G. technologies and apply them in educational, creative and social relations [3].

Digital competencies - technological knowledge of primary school
3 Mukhanbetzhanova S. students aimed at developing information literacy [11].
4 Muratova M. Dl.gltal competepc.e is the? ability to own information technologies and

effectively act in a digital environment [10].
5 Sokolova L Digital competence is the ability to search, process, store and safely use
' digital information with social and communication skills [21].

Digital competence is the ability of an individual to effectively and safely

6 Ivanova A. . ) L .
use information and communication technologies [22].
7 Elland N Digital competence is a child's ability to learn and interact through play
’ in a digital environment, an important factor in the educational process [15].
. Digital competence is a set of skills in search, assessment, application of
8 Eshet-Alkalai E, information and effective use of digital technologies [7].
9 Forrari A Digital competence - discovery, evaluation, creation and communication
' capabilities of information using digital technologies [8].
10 Ermer P. and Ottenbreit- Digital competencies - the abilities of teachers and students based on
Leftwich A. knowledge, reliability and confidence in the application of technology7
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In the development of digital competencies, the leading countries - Finland, Estonia, Singapore,
South Korea and Australia - are introducing a systematic digital educational strategy, starting from the
level of primary education, and accordingly training teaching staff. In the practice of these countries,
special attention is paid to such competencies as digital literacy, programming fundamentals, logical
thinking and personal information security in accordance with the age characteristics of students.

In Finland, digital technologies are integrated into general education content. Digital competence is
not included in the school curriculum as a separate subject, but an integrated approach applied in the
disciplines. Teachers are offered special modules and are trained to effectively integrate technology into
the learning process [18]. - Within the framework of the program "Program Tiger") learn the basics of
coding, algorithmic thinking, robotics. The program has been implemented since 2012 and covers from
preschool organizations to high school. In elementary school, students learn their first digital skills using
tools such as Bee-Bot, LEGO WeDo, Scratch Jr., Code.org. This program is fully provided not only for
students, but also with courses, webinars and digital materials for teachers [14].

In Singapore, the Cyber Wellness and ICT Master Plan programs will be implemented to develop
digital competence. These programs cover not only the development of technologies by children, but
also such areas as digital ethics, psychological safety, and the culture of online communication. In
primary schools in Singapore, interactive classes for students, distance learning manuals, and virtual
laboratories are widely used [11]. In general, international experience shows that the development of
digital competencies in developed countries is considered not only as a subject education, but also as a
tool for educating a student as a full-fledged member of the information society.

In recent years, the Republic of Kazakhstan has paid special attention to the digital transformation of
education. Within the framework of the state program "Digital Kazakhstan," implemented in the period
from 2018 to 2022, concrete steps were taken to provide educational organizations with broadband
Internet, equip them with multimedia devices, and introduce digital educational resources [17]. The task
of forming digital competencies within the framework of updating the content of education was
reflected in the updated curricula. In grades 1-4, the subject "Informatics" is taught from grade 3. In
addition, all disciplines provide a methodology for the effective use of ICT tools and the integration of
digital literacy elements [19].

Domestic platforms such as BilimLand, Twig-Bilim, Kundelik .kz, Daryn.online, iTest, EduMarket
offer interactive classes for teachers and primary school students, video explanations, test tasks,
animations, virtual laboratories. These platforms serve as an effective tool for homework, distance
learning, additional education and building an individual learning trajectory.

For example:

— BilimLand - presents more than 5,000 videos in Kazakh and Russian for grades 1-4 [23].

— Kundelik.kz is a single educational platform that provides digital communication between the
teacher and parents, the student and the school administration [25].

—  Daryn.online - offers digital courses to prepare for Olympiads and competitions [26].

— Twig-Bilim - provides scientific videos and a database of assignments in accordance with
international standards [24].

In addition, Kazakhstan is working to increase the digital competence of teachers through
professional development courses such as Digital Teacher.

The digital competence structure consists of several components:

— Information competencies - ability to search, sort and process information;

—  Communication competencies - the ability to effectively interact with digital media;

—  Technical competencies - skills in working with digital devices and programs;

—  Ethical and legal literacy - compliance with safety rules and copyright rules on the Internet [7].

The primary school stage is the best time to lay the basis of competency data. Because children of
this age have a high cognitive interest, they quickly assimilate new information and tend to learn
through practical actions [11].
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The following pedagogical conditions are important for the effective formation of digital
competencies among primary school students:

a) systematic application of ICTs

Targeted and systematic use of digital resources and interactive tools (for example, interactive
whiteboard, digital tasks, multimedia presentations) not only increases the motivation of students to
study, but also contributes to the formation of their digital skills [12].

b) Integrated learning approach

It is necessary to develop digital competencies, integrating them not only in computer science, but
also in language, natural sciences, and mathematics. For example, the use of electronic dictionaries in
Kazakh language lessons, digital math exercises, online research in cognition lessons are examples of an
integrated approach.

b) Student age assignments

Digital tasks for elementary students should be simple, based on game elements, rich in visual
materials. This arouses their cognitive interest and increases their interest in working in the digital
environment [10].

c) Digital security and ethics training

Warning students from threats on the Internet (for example, phishing, cyberbullying) and teaching
norms of behavior on the network are an important component of the formation of digital competence.
In elementary school, this knowledge should be transmitted in a simple form, understandable for the
child, through play or video recording [9].

The primary school teacher is the main figure guiding the student to the first acquaintance with the
digital world. The teacher himself must be a competent specialist who knows digital technologies,
modern teaching methods. In addition, partnership with parents allows the child to properly use digital
means even in an extracurricular environment [13].

Digital competence as a pedagogical category in education has been widely studied over the past
decade. Its content is related not only to technical literacy, but also to the formation of the student's
personal, cognitive and social skills. This competence includes the following aspects:

—  Diugital creativity - the student's ability to express his thoughts in a digital environment in visual,
text, sound form;

—  Critical thinking and media literacy - analysis of information obtained from the Internet,
recognition of false information;

—  Cyberculture and ethics - compliance with the norms of behavior on the network, submission to
ethical rules;

— Digital self-education - the ability to self-develop using online resources [20].

These competencies are beginning to take shape in primary school students and affect their lifelong
educational trajectory.

Methodical approaches to the development of digital competence in elementary school

a) Development through gaming technology

Primary school play is a leading activity. Therefore, in the formation of digital competencies,
elements of gamification are effectively used (digital quizzes, interactive games, video tasks). For
example, platforms such as Kahoot, Wordwall, LearningApps increase student interest and make them
active digital users.

b) STEM and STEAM integration

The organization of entry-level design and research work in the areas of STEM (Science,
Technology, Engineering, Mathematics) and STEAM (A - Arts) forms the technological thinking of
students. For example, simple robotics for students in grades 3-4, the Scratch programming environment
- develops their skills in interacting with the digital world [15].

b) Digital portfolio and reflection

The digital portfolio system, which allows you to summarize and analyze the achievements of each
student in digital format, creates the conditions for a responsible attitude of the student to his training.
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Platforms such as Google Sites, Padlet or Seesaw allow you to develop digital thinking, student
creativity.

In the Kazakhstani context, several barriers limit the development of digital competence:

e unequal access to high-speed Internet between urban and rural areas;

¢ insufficient provision of schools with modern devices;

e varying levels of teacher digital literacy [9].

Another important aspect is digital safety and ethics, which, according to experts, should be taught
from primary school age in an adapted form (through games, cartoons, role-playing tasks). However, in
Kazakhstan these issues are often presented formally, without practical application.

In addition, new challenges such as Al literacy and data protection have become relevant after the
COVID-19 pandemic, when distance learning accelerated the use of online services. Currently,
Kazakhstani curricula rarely include these aspects, which creates risks of unpreparedness of children for
the digital environment of the future [10].

Results and discussions. Student responses were classified as high, medium, or low level according
to predefined rubrics. Statistical processing included descriptive analysis and to check the significance
of differences between groups. Digital competence in this research is understood not only as technical
literacy, but also as a set of skills that include:

e information search and critical evaluation,

e safe and ethical use of the Internet,

e communication and collaboration with digital tools,

e creativity and problem solving with the help of technology.

The study was conducted in one of the secondary schools of Almaty in 2025. Two 4th-grade classes
were selected: experimental group (n = 23) and control group (n = 25). Selection was based on the
principle of convenience sampling, which is a limitation of the study. Randomization was not carried
out, which reduces the representativeness of the results, but allows identifying initial trends.

A diagnostic survey was developed, consisting of 10 closed-ended and situational questions,
validated by three experts in pedagogy and ICT education. The questions covered three main criteria:

1. Ability to use the Internet (e.g., “How do you search for information for homework?”);

2. Awareness of digital tools (e.g., “Which digital platforms do you know and use?”);

3. Practical application of digital technologies (e.g., “Can you create a presentation or document
without the help of adults?”).
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Figure 1: Survey result indicators
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According to the first criterion, out of 23 students in the experimental group, 13% showed a high
level, 30% - medium, 57% - low. According to the second criterion, 9% of the total number of students
showed a high level, 26% - average, 65% - low. According to the third criterion, the high level indicator
for all classes is 0%, and the average - 13%, low - 87%. According to the first criterion, out of 25
students in the control group, 8% showed a high, 32% - an average, 60% - a low level. According to the
second criterion, 4% of the total number of students showed a high level, 28% - average, 68% - low.
According to the third criterion, the high level indicator for all classes is 0%, and the average - 16%, low
- 84%.

In the analysis of the survey results, 65% of the students in the experimental group showed that they
knew about digital tools, while in the control group this figure was 68%. However, the proportion of
students who know how to use digital means turned out to be quite low. In the experimental group, this
indicator is only 13%, in the control group - 16%. The proportion of students who cannot use digital
media at all was high in both study groups and showed 87% and 84%, respectively. These data show
that while students' digital competencies are generally satisfactory, the ability to put them into practice is
extremely low. The results of the survey showed that for the effective implementation of digital
technologies in the process of primary education, it is necessary to develop not only digital knowledge,
but also the practical skills of students.

Conclusion. The development of digital competencies of primary school students is one of the main
directions of the educational process of the XXI century. The concept of digital competence is broad
and comprehensive, in addition to mastering information and communication technologies, includes
critical thinking, ethical compliance, creativity and the ability to educate oneself.

It is important to systematically apply digital technologies in the pedagogical process, ensure
integration between disciplines and implement methodological approaches in accordance with the age
characteristics of students. In addition, digital security and Internet ethics training is a necessary
component for regulating student behavior in the digital space.

The results of the study show that while primary school students have a basic understanding of the
application of digital tools, the ability to effectively use these technologies in practice is still at a low
level. This indicates the need for systematic and targeted pedagogical work in the formation of digital
competencies.

The international experience and educational policy of Kazakhstan clearly demonstrate the need to
form digital competencies in the initial link. This area will ensure the digitalization and adaptation of the
education system in accordance with the requirements of the information society. The development of
pedagogical support, teaching aids and the establishment of effective cooperation with parents are the
most important conditions for improving the digital literacy of students.
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